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SpyCloud End User License Agreement 
 
This End User License governs the use of software, software-based services, and data provided by SpyCloud, Inc., a Delaware 
corporation with offices at 2130 S. Congress Ave., Austin, TX 78704. By using the Products or by entering into an agreement to 
which these terms are appended, you agree to be bound by this EULA.  

  

1. DEFINITIONS 

(a) “Credentials” means any user accounts, passwords and other authentication credentials associated with your use of the 
Products. 

(b) “Customer Facilities” means Credentials and any account, hardware, system or other facility within your custody or control. 

(c) “Customer Personal Information” means any Customer Data provided by you to SpyCloud and processed by SpyCloud solely 
on your behalf, that identifies, relates to, describes, is capable of being associated with, or could reasonably be linked, directly or 
indirectly, with a particular consumer or household, to the extent that such information is protected as “personal information” 
(or an analogous variation of such term) under applicable U.S. Data Protection Laws. Information that SpyCloud collects in the 
normal course of its business operations is excluded from Customer Personal Information, even if such information is identical to 
any Customer Personal Information. 

(d) “Data Subjects” mean any: (i) your employees; (ii) your users who sign up for user accounts to purchase or use your products 
or services; or (iii) users who provide personal information to you to use or purchase your products or services. 

(e) “Emergency Security Issue” means any: (i) use of the Products by you or End Users in violation of the terms and conditions 
of this Agreement that disrupts or is reasonably likely to disrupt the availability of the Products to other users; or (ii) access to 
the Products by any unauthorized third party through use of any your Facilities. 

(f) “End Users” means your employees and contractors. 

(g) “Intellectual Property” means all rights associated with patents and inventions; copyrights, mask works and other works of 
authorship (including moral rights); trademarks, service marks, trade dress, trade names, logos and other source identifiers; trade 
secrets; software, databases and data; and all other intellectual property and industrial designs. 

(h) “Products” means SpyCloud’s proprietary software-based services (as may be updated from time to time) for detecting 
potential breaches of data security through monitoring of activities occurring online.  

(i) “U.S. Data Protection Laws” means all laws and regulations of the United States of America, including the CCPA, applicable to 
the processing of personal information (or an analogous variation of such term). “CCPA” means the California Consumer Privacy  
Act of 2018, Cal. Civ. Code §1798.100 et. seq., and its implementing regulations. 

2. GRANT OF RIGHTS AND RESTRICTIONS 

(a) Grant of Rights. During the term of this Agreement and subject to your compliance in all material respects with the terms 
and conditions of this EULA, SpyCloud hereby grants you a limited, non-exclusive, non-sublicensable right to access and use the 
Products only in the form made available by SpyCloud and only as necessary for End Users to monitor or investigate potential 
breaches of data security involving you or Data Subjects. All rights granted to Customer may only be exercised by Customer for 
Customer’s internal business purposes and in accordance with the license granted herein. 

(b) Restrictions. Except as expressly permitted under this Agreement, you shall not, nor shall you permit any other party to: (i)  
reproduce, modify, translate, adapt or create derivative works based upon the Products; (ii) reverse engineer, decode, decompile, 
disassemble or otherwise attempt to access or derive the source code or architectural framework of the Products; (iii) access the 
Products for purposes of benchmarking or developing, marketing, selling or distributing any product or Products that competes 
with or includes features substantially similar to the Products; (iv) rent, lease, lend, sell or sublicense the Products or otherwise 
provide access to the Products to any third party who is not an End User or as part of a Products bureau or similar fee-for-Products 
purpose; or (v) use the Products in any way that does not comply with all applicable laws and regulations. 

(c) Changes. You acknowledge and agrees that SpyCloud may improve, modify, add or remove functions or features to or from 
the Products from time to time, with or without notice. 

3. CUSTOMER RESPONSIBILITIES 

(a) Technical Requirements. You are solely responsible for obtaining, configuring and maintaining any hardware, network 
connectivity and third-party software required to access the Products, including computers, operating systems, web browsers 
and storage devices (“Facilities”). 

(b) Protection. You are solely responsible for protecting the confidentiality of Credentials and all activities undertaken using 
your Facilities. If you become aware of any unauthorized access to or use of the Products through use of your Facilities, you shall 
immediately give written notice to SpyCloud of such unauthorized use and make reasonable efforts to eliminate it. You shall at 
all times implement appropriate security policies and procedures and access control methodologies to safeguard access to the 
Products through your Facilities. All such measures shall comply with prevailing industry standards but in no case consist of less 
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than reasonable care. 

4. PERSONAL DATA 

(a) Roles. Any processing of Customer Personal Information is performed solely on your behalf. Regarding such processing, 
SpyCloud is a Service Provider (as defined in Section 1798.140(v) of the CCPA) and receives Customer Personal Information 
pursuant to the business purpose of providing the Products to you to fulfill its contractual obligations. 

(b) No Sale of Customer Personal Information to SpyCloud. The transfer of Customer Personal Information from you to SpyCloud 
so that SpyCloud can fulfill its contractual obligations does not constitute a sale of information to SpyCloud, and that nothing in 
this EULA shall be construed as providing for the sale of Customer Personal Information to SpyCloud. 

(c) Limitations on Use and Disclosure. SpyCloud is prohibited from using or disclosing Customer Personal Information for any 
purpose other than the specific purpose of performing its contractual obligations, the permitted business purposes set under 
applicable law, and as required under applicable law. SpyCloud hereby certifies that it understands the foregoing restriction and 
will comply with it in accordance with the requirements of applicable U.S. Data Protection Laws. 

(d) Data Subject Access Requests. SpyCloud will reasonably assist you with any data subject access, erasure or opt-out requests 
and objections. If SpyCloud receives any request from data subjects, authorities, or others relating to its data processing, SpyCloud 
will without undue delay inform you and reasonably assist you with developing a response (but SpyCloud will not itself respond 
other than to confirm receipt of the request, to inform the data subject, authority or other third party that their request has been 
forwarded to you, and/or to refer them to you, except per reasonable instructions from you). SpyCloud will also reasonably assist 
you with the resolution of any request or inquiries that you receives from data protection authorities relating to SpyCloud, unless 
SpyCloud elects to object such requests directly with such authorities. 

5. INTELLECTUAL PROPERTY 

(a) Responsibility for Data. All information, data, and other materials accessible through the Products (“Data”) are the sole 
responsibility of the party from whom such materials originated. You acknowledge and agrees that: (i) the Products may provide 
access to or rely on Data from third parties, and such third parties, and not SpyCloud, are entirely responsible for such Data; (ii) 
you, are entirely responsible for all Data that you and End Users submit, upload, email, transmit or otherwise make available 
through the Products (“Customer Data”); and (iii) you are solely responsible for giving all required notices and obtaining al l 
necessary consents (including all required permissions from Intellectual Property holders) before submitting Customer Data 
through or to the Products. You shall not submit, upload, email, transmit or otherwise make available through the Products any 
Data not owned or managed by you. 

(b) SpyCloud Ownership. SpyCloud owns all right, title, and interest (including all intellectual property rights) in and to Products. 

(c) Customer Ownership. You own all right, title, and interest (including all intellectual property rights) in and to Customer Data. 
You hereby grant SpyCloud and its service providers a worldwide, royalty-free, non-exclusive license to use, process, transmit 
and reproduce Customer Data as necessary for SpyCloud to provide the Products to you and End Users. 

(d) Suggestions. If you elect to provide or make available to SpyCloud any suggestions, comments, ideas, improvements or other 
feedback relating to the Products (“Suggestions”), SpyCloud shall be free to use, disclose, reproduce, have made, modify, license, 
transfer and otherwise utilize and distribute Suggestions in any manner, without credit or compensation you. 

(e) Intellectual Property Notices. You shall not remove, obscure or modify in any way any copyright or trademark notices or 
other notices or disclaimers that appear within the Products. 

(f) Reservation of Rights. Each of the parties reserves all rights not expressly granted under this Agreement. 

6. SUSPENSION AND TERMINATION 

(a) Suspension. SpyCloud reserves the right to suspend your access to the Products in the event of an Emergency Security Issue. 
SpyCloud will make commercially reasonable efforts to limit suspension to the minimum extent and duration necessary to 
eliminate the Emergency Security Issue.  

(b) Termination. The license shall terminate: (i) upon a material breach of this EULA, which breach is not cured within thirty (30) 
days after receipt of written notice from SpyCloud; or (ii) at the same time as any master services or similar agreement to which 
this EULA is appended. 

(c) Events Upon Termination. Upon termination of this Agreement for any reason: (i) all rights granted by the parties under this 
Agreement shall immediately terminate; (ii) you shall immediately cease all use of the Products. You shall: (1) cease use of and 
delete all copies data transmitted via the Products; and (2) provide SpyCloud with a written certification attesting to your 
compliance. 

(d) Survival. Any provision that, by its terms, is intended to survive the expiration or termination of this Agreement shall survive 
such expiration or termination. 

7. DISCLAIMER OF WARRANTIES 

ALL PRODUCTS AND PRODUCTS PROVIDED UNDER THIS AGREEMENT ARE PROVIDED “AS IS,” “AS AVAILABLE” 
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AND “WITH ALL FAULTS.” EACH PARTY, TO THE MAXIMUM EXTENT PERMITTED BY LAW, EXPRESSLY 
DISCLAIMS ALL WARRANTIES AND REPRESENTATIONS, EXPRESS OR IMPLIED, INCLUDING: (A) THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE; AND (B) ANY WARRANTY 
WITH RESPECT TO THE QUALITY, ACCURACY, CURRENCY OR COMPLETENESS OF THE PRODUCTS AND 
PRODUCTSS PROVIDED UNDER THIS AGREEMENT, OR THAT USE OF SUCH PRODUCTS AND PRODUCTSS WILL 

BE ERROR-FREE, UNINTERRUPTED, FREE FROM OTHER FAILURES OR WILL MEET YOUR OR END USERS’ 
REQUIREMENTS. 

8. LIMITATION OF LIABILITY 

IN NO EVENT SHALL EITHER PARTY BE LIABLE TO THE OTHER PARTY FOR ANY INCIDENTAL, INDIRECT, 
SPECIAL, PUNITIVE OR CONSEQUENTIAL DAMAGES, OR LOST PROFITS OR COST OF COVER, INCLUDING 
DAMAGES ARISING FROM ANY TYPE OR MANNER OF COMMERCIAL, BUSINESS OR FINANCIAL LOSS 
OCCASIONED BY OR RESULTING FROM ANY USE OF OR INABILITY TO USE THE PRODUCTS AND SERVICES 
PROVIDED UNDER THIS AGREEMENT, SUCH AS ANY MALFUNCTION, DEFECT OR FAILURE OF THE SERVICE 
OR ITS DELIVERY VIA THE INTERNET, EVEN IF SUCH PARTY HAD ACTUAL OR CONSTRUCTIVE KNOWLEDGE 
OF THE POSSIBILITY OF SUCH DAMAGES AND REGARDLESS OF WHETHER SUCH DAMAGES WERE 
FORESEEABLE; AND (B) IN NO EVENT SHALL EITHER PARTY’S AGGREGATE LIABILITY UNDER THIS 
AGREEMENT EXCEED THE AMOUNT OF FEES PAYABLE TO SPYCLOUD (DIRECLTY OR THROUGH A RESELLER) BY 
CUSTOMER UNDER THIS AGREEMENT IN THE TWELVE (12)-MONTH PERIOD IMMEDIATELY PRECEDING THE 

DATE ON WHICH THE EVENTS GIVING RISE TO LIABILITY AROSE. 

9. U.S. GOVERNMENT MATTERS 

(a) Each party represents that it is not named on any United States government list of persons or entities restricted 

from doing business with any United States SpyCloud. You shall not directly or indirectly access or use the Products in 

violation of any United States or international export embargo, prohibition or restriction.  

10. MISCELLANEOUS 

(a) Notice. All notices, demands, and other communications under this EULA must be in writing and will be considered given 

upon: (i) delivery by traceable courier or mail (delivery confirmation/return receipt requested); or (ii) the first business 
day after sending by email. Notices to SpyCloud should be sent to contracts@spycloud.com or to SpyCloud’s Contracts 
Department at the address specified above. 

(b) Assignment. You may not assign this Agreement, or sublicense, assign or delegate any right or obligation 

hereunder, by operation of law or otherwise without the prior written consent of SpyCloud which will not be unreasonably 
withheld. This Agreement shall be binding upon and inure to the benefit of the parties hereto and their respective 
successors and permitted assigns. 

(c) Interpretation. For the purposes of this Agreement: (i) the words “such as,” “include,” “includes” and “including” 

shall be deemed to be followed by the words “without limitation;” (ii) the word “or” is not exclusive; and (iii) the words 
“herein,” “hereof,” “hereby,” “hereto” and “hereunder” refer to this Agreement as a whole. This Agreement shall be 
construed without regard to any presumption or rule requiring construction or interpretation against the party drafting 
an instrument or causing any instrument to be drafted. 

(d) Entire Agreement. This EULA contains the entire agreement of the parties with respect to the subject matter hereof 

and supersedes all previous or contemporaneous oral or written negotiations or agreements with respect to such 
subject matter. In the event of any conflict between this EULA and any other instrument, the terms and conditions of this 

EULA shall take precedence. 

(e) Severability. If any provision of this EULA shall be held to be invalid or unenforceable under applicable law, then such 

provision shall be construed, limited, modified or, if necessary, severed to the extent necessary to eliminate its invalidity 
or unenforceability, without in any way affecting the remaining parts of this Agreement. 

(f) Dispute Resolution. The parties shall use good faith, reasonable efforts to resolve any dispute before initiating legal 

action. 

(g) Contract for Services. This Agreement is a contract for the provision of software-based services and not a contract 

for the sale of goods. The provisions of the Uniform Commercial Code (UCC), the Uniform Computer Information 
Transaction Act (UCITA), or any substantially similar legislation as may be enacted, shall not apply to this Agreement. 
If you are located outside of the territory of the United States, the parties agree that the United Nations Convention on 

Contracts for the International Sale of Goods shall not govern this Agreement or the rights and obligations of the parties 
under this Agreement. 

(h) No Waiver. Any waiver of the provisions of this EULA, or of any breach or default hereunder, must be set forth in a written 
instrument signed by the party against which such waiver is to be enforced. 
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