 
PACKETWATCH PROFESSIONAL SERVICES 
 
PACKETWATCH PROFESSIONAL SERVICES 
 
PACKETWATCH WIRESIGHT AND PROFESSIONAL SERVICES 
Table of Contents
Introduction	1
Services Terms & Conditions	1
PacketWatch Professional Services Overview	2
Detailed Service Description	2
Onboarding	2
Service Kick-Off Meeting	2
Pre-Engagement Questionnaire	2
Review of IT Environment	3
EDR Application Provisioning and Enablement	3
Agent Rollout Assistance	4
PacketWatch Collector Deployment Assistance	4
Onboarding Security Framework Assessment	4
Signals, Alerts, and Investigations	5
Threat Hunting	5
Emergency Client Access	5
Response and Remediation	5
Threat Response Actions	5
Remote Investigation / Remediation	6
Bi-Weekly Meetings and Quarterly Executive Review	6
Incident Response	6
PacketWatch Professional Services Limited-Service Warranty	6
Remote Incident Response Services (Outside of Limited-Service Warranty)	6
Data Storage Limitations	7
Data Storage Locations	8
Service Level Agreement (SLA)	8
Severity Determination	8
PacketWatch Professional Services Alert Severity Categories	8
24 x 7 Coverage	10
Service Expectations	10
Exclusions	10
Out of Scope	11
Offer-Specific Client Responsibilities	11
Glossary	12
General Client Responsibilities	13
Authority to Grant Access	13
Non-solicitation	13
Data Backups	14
Sensitive Data	14
Exhibit A: EDR Application Management – Shared Model RACI Matrix	14
Exhibit B - Technical Addendum: Minimum Collector Hardware Specifications	16
Virtual Collector Deployment Requirements	16
Public Cloud Collector Deployment Requirements	17
Exhibit C - Order Line Items and Commercial Schedule	18
Exhibit D - WireSight Platform Description	21
1. Platform Overview	21
2. Core Platform Capabilities	21
3. Platform Components and Architecture	22
4. Supported Deployment Models	22
5. Licensing and Included Platform Components	22
6. Data Collection, Storage, and Retention	23
7. Integrations and Ecosystem	23
8. Security, Privacy, and Data Handling	24
9. Support, Maintenance, and Platform Operations	24
10. Assumptions, Exclusions, and Limitations	24
11. Related Documents and Commercial References	24

[bookmark: _Toc232497703]Introduction 
[bookmark: _Toc232428833]PacketWatch will perform the Professional Services ("PacketWatch Professional Services") and related services (collectively, the "Services") described in this Service Description ("Service Description"). The Services are provided in conjunction with the licensing of WireSight and/or third-party endpoint detection and response (EDR) products licensed through PacketWatch, such as CrowdStrike, as identified in the applicable Order. The applicable Order will identify the Services and service options purchased. The WireSight Platform Description is attached to this document as Exhibit D and describes the licensed WireSight platform, including its capabilities, deployment models, user access, storage model, optional modules such as Irix, and related assumptions and limitations. This Service Description supplements the governing agreement between Client and PacketWatch for the applicable Services. For additional assistance or to request a copy of your service contract documents, contact your sales representative.
[bookmark: _Toc232497704]Services Terms & Conditions
This Service Description is entered into between the Client ("Client" or "you") and the PacketWatch legal entity identified on the applicable Order (the "PacketWatch Legal Entity"). The Services are provided subject to and governed by the governing agreement between Client and PacketWatch for the applicable Order, including any executed master services agreement ("MSA") and, if no separate MSA applies, the PacketWatch General Terms and Conditions in effect for the applicable Order. This Service Description supplements, and is incorporated into, that governing agreement.
Capitalized terms used but not defined in this Service Description have the meanings given in the governing agreement. Data security, privacy, and Client Data handling terms are governed by the governing agreement, including any applicable Data Security and Privacy Schedule, Privacy Policy, Data Protection Addendum, or similar data protection terms incorporated into or applicable under the governing agreement.
If there is a conflict between this Service Description and the governing agreement, the governing agreement controls unless the applicable Order or this Service Description expressly states that a specific provision is intended to supersede the governing agreement for the applicable Services. If there is a conflict between this Service Description and an applicable Order, the Order controls for transaction-specific commercial terms and other terms expressly stated in the Order for the applicable Services.
By placing an Order for the Services, receiving delivery of the Services, or using the Services or associated software, Client agrees to be bound by this Service Description and the governing agreement. The individual accepting these terms on behalf of a company or other legal entity represents and warrants that he or she has full authority to bind that entity. Clients in certain jurisdictions may also be required to execute an Order or other written acknowledgment of these terms.
[bookmark: _Toc232428834][bookmark: _Toc232497705]PacketWatch Professional Services Overview 
The key components of PacketWatch Professional Services include:
· Onboarding
· Threat Hunting 
· Signals, Alerts, and Investigations
· Incident Response
· Bi-Weekly Technical Reviews
· Threat Intelligence Briefings
· Quarterly Executive Reviews

	· Key Component
	
	Elements

	Onboarding
	•
•
•
•
•
•
	Service kick-off meeting
Client completed Pre-Engagement Questionnaire
Review Client Environment
PacketWatch and EDR application enablement (where applicable)
Agent rollout assistance (where applicable)
Onboarding assessment (if applicable)

	Threat Hunting, Signals, Alerts, and Investigations
	•
	Threat hunting, Signal review, Alert prioritization, and Investigations

	Response and Remediation
	•
•
	Threat response actions
Remote remediation

	Bi-Weekly Technical Review
	•
•
•
	Review Investigations and trends
Review ongoing action plans
Discuss specific findings
Provide security posture guidance

	Threat Intelligence Briefings
	•
•
	Current threats
Relevant threat actor activity

	Quarterly Executive Review
	•
•
•
	Review metrics and reports
Discuss risk profile
Review security posture guidance

	Incident Response
	•
	Remote incident response


Figure 1: PacketWatch Professional Services Overview

All the Services are provided remotely except as may be noted herein. 
[bookmark: _Toc232428835][bookmark: _Toc232497706]Detailed Service Description 
[bookmark: _Toc232428836][bookmark: _Toc232497707]Onboarding 
[bookmark: _Toc232428837][bookmark: _Toc232497708]Service Kick-Off Meeting 
The designated PacketWatch Project Manager will conduct an initial meeting to set expectations for the Services, review the Client’s IT environment, and discuss installation requirements for WireSight, related PacketWatch components, and any third-party EDR product licensed through PacketWatch and included in the Services. PacketWatch and Client will agree on a delivery plan and implementation timeline for the Services. The goals of the service initiation meeting are to:
· Review and discuss Client Questionnaire responses to better understand Client's IT environment, existing security controls, concerns, and any other relevant context; 
· Cover the installation of WireSight, network traffic mirrored to the collector(s), and related topics; 
· Provide guidance on current Signals in WireSight and how they can be applied to Client; and 
· Provide guidance on utilizing the Client’s EDR application and its configurations along with any other third-party software made available to the PacketWatch analyst team.
If Client requests services outside the scope of this Service Description, the additional services and any related fees must be documented in an addendum, change order, SOW, or other written agreement accepted by the parties.
[bookmark: _Toc232428838][bookmark: _Toc232497709]Pre-Engagement Questionnaire 
Client must complete the Pre-Engagement Questionnaire before the IT environment review. The Pre-Engagement Questionnaire is sent by the PacketWatch Project Manager and contains a detailed checklist and IT environment specifications necessary for configuring the Services.
[bookmark: _Toc232428839][bookmark: _Toc232497710]Review of IT Environment 
[bookmark: _Toc232428840][bookmark: _Toc232497711]The Client Environment review is a collaborative activity performed to gather information about the existing environment into which the PacketWatch collector(s) and the EDR software will be implemented.
EDR Application Provisioning and Enablement 
Where Client has procured a CrowdStrike or another supported third-party EDR product license from PacketWatch, PacketWatch will assist Client with the following:
· Establish Client’s designated instance of the EDR application to initiate the Services
· Send Client the initial application registration for access to the EDR application 
· Provide Client with access to the required endpoint agent(s), as necessary 
· [bookmark: _Toc232428841]Where Client has an existing EDR solution from another vendor to be included in the Services, Client will provide PacketWatch with appropriate access necessary for PacketWatch to provide the Services.
[bookmark: _Toc232497712]Agent Rollout Assistance 
Where Client has procured CrowdStrike licenses from PacketWatch, PacketWatch will advise and assist Client with the process of deploying endpoint agents and troubleshooting installation and configuration issues supported by PacketWatch and the EDR software service.
The following activities are included in the Services:
· Assistance with obtaining the CID, agents, and deployment packages 
· Assistance with resolving deployment errors shown in the EDR console or logs
· Set up policies, groups, and detection settings
· Discuss workflows and processes; level-set expectations 
[bookmark: _Toc232428842][bookmark: _Toc232497713]PacketWatch Collector Deployment Assistance 
PacketWatch collector capacity and related deployment components are included only to the extent identified in the applicable Order. Collectors may be deployed as physical collectors, virtual collectors, or approved cloud-connected collectors, depending on the agreed deployment model. The applicable Order should identify the expected number and type of collectors for the deployment, and the associated sourcing model for the underlying hardware or virtual infrastructure. PacketWatch will advise and assist Client with the process of configuring and deploying PacketWatch collector(s) and troubleshooting installation and configuration. The minimum standards for supported collector deployments are described in the Technical Addendum in the exhibits section below; PacketWatch may approve equivalent or higher-performance configurations where appropriate for the deployment environment.
The following activities are included in the Services:
· Remote assistance with collector installation and configuration 
· Assistance with verifying proper packet collection 
· Assistance with verifying visibility of desired network segments 
· Assistance with remediation of deployment errors 
· [bookmark: _Toc232428843][bookmark: _Toc232497714]Set up users and permissions (where applicable)
Onboarding Security Framework Assessment 
[bookmark: _Toc232428844]If so, indicated in the applicable Order, PacketWatch will perform an Onboarding Security Framework Assessment of the Client’s cybersecurity controls to document the initial state of the Client’s controls at the start of onboarding. This assessment will utilize the current version of either the CIS Critical Security Controls (CIS Controls) framework or the NIST Cybersecurity Framework (CSF), as identified in the applicable Order or otherwise agreed in writing. A PacketWatch analyst will perform the Onboarding Security Framework Assessment remotely within the first 30 days of the engagement. Results will be reviewed with Client.
[bookmark: _Toc232497715]Signals, Alerts, and Investigations 
PacketWatch reviews and investigates Signals generated within WireSight and detections generated by the EDR application. When a Signal, EDR detection, or threat-hunting finding warrants prioritization for analyst action, PacketWatch may classify it as an Alert based on severity and urgency. Signals, Alerts, or EDR detections requiring deeper analysis, as determined by PacketWatch, will result in the creation of an Investigation within WireSight, the EDR application, or another agreed workflow. PacketWatch will contact Client through Slack, email, or other agreed communications method if sufficient evidence is collected to deem activity malicious, or if PacketWatch requires further input from Client to proceed with the Investigation.
Management of the EDR application is a shared responsibility between PacketWatch and Client. Suggested tasks and responsibilities for CrowdStrike or other supported EDR licenses procured from PacketWatch are outlined in the attached RACI matrix for EDR application management (Exhibit A). Tasks and responsibilities for EDR solutions procured from another vendor will be agreed during onboarding.
PacketWatch and Client may revise agreed roles and responsibilities from time to time, but any such changes must be documented in writing by the parties or their authorized representatives.
[bookmark: _Toc232428845][bookmark: _Toc232497716]Threat Hunting 
[bookmark: _Toc232428846]PacketWatch conducts threat hunting activities across the Client’s covered IT environment on a periodic basis as defined in the applicable Order. If the applicable Order does not specify a cadence, PacketWatch will perform threat hunting on a periodic basis determined by PacketWatch consistent with the purchased Services. Threat hunting activities are limited to data gathered through WireSight and the EDR application, along with any other security tools agreed in advance and made available to PacketWatch. PacketWatch will inspect collected Client telemetry to identify activity such as the presence of persistence mechanisms, anomalous user activity, threat actor tactics, anomalous network communications, and anomalous application usage. Findings from threat hunting may result in the creation of a Signal, the classification of an Alert, the opening of an Investigation, and notification to Client through email, Slack, or another agreed communications method, as appropriate to the circumstances.
[bookmark: _Toc232497717]Emergency Client Access 
Your assigned PacketWatch security analysts are available during normal business hours and can be contacted using your dedicated Slack workspace or other agreed contact method. Emergency access is also available on a 24x7 on-call basis at 480-444-7076 or 1-800-864-4667. 
[bookmark: _Toc232428847][bookmark: _Toc232497718]Response and Remediation 
[bookmark: _Toc232428848][bookmark: _Toc232497719]Threat Response Actions 
[bookmark: _Toc232428849]Upon Client’s authorization, PacketWatch will perform recommended threat response actions using commercially reasonable practices and PacketWatch’s professional judgment.
[bookmark: _Toc232497720]Remote Investigation / Remediation 
If so indicated in the applicable Order and in the quantity stated there, PacketWatch will provide remote investigation and remediation services each month to assist Client during the applicable service term. Remote investigation and remediation is specifically limited to items determined through an Investigation to require action resulting from performance of the Services and may also include:
· EDR application troubleshooting and issue resolution (where purchased from PacketWatch) 
· Client requests analyst assistance in the adjudication of alerts or data from other security applications outside the scope of the Services
Should additional hours of remote assistance be required in a month, Client can work with their PacketWatch account manager to purchase additional time. Any unused time at the end of each month of the Term of Service will be forfeited. Time for a future month within the Term of Service cannot be used before the start of that month. 
[bookmark: _Toc232428850][bookmark: _Toc232497721]Bi-Weekly Meetings and Quarterly Executive Review 
PacketWatch will support Client through continual improvements to Client’s security posture. PacketWatch and Client will review trends and notable activity observed within Client’s IT environment through WireSight and the EDR application and discuss recommendations on how to defend against threats and improve Client’s security posture to match business objectives. The Bi-Weekly Meetings and Quarterly Executive Review may include, without limitation:
· Discuss specific and general findings since previous meeting 
· Define and review ongoing action plans to remediate identified threats and vulnerabilities
· Review current threat landscape and relevant threat actor activity 
· Review risk profile and provide security posture guidance 
[bookmark: _Toc232428851][bookmark: _Toc232497722]Incident Response 
[bookmark: _Toc232428852]Upon determination by the PacketWatch security analyst that a Covered Security Incident has occurred, and after notification has been provided to Client, the following remote incident response components will be performed:
[bookmark: _Toc232497723]PacketWatch Professional Services Limited-Service Warranty 
If so indicated in the applicable Order for qualifying Clients, PacketWatch will provide up to 40 hours (or, for Tier 2 Clients, up to 100 hours) of Incident Response Services under the PacketWatch Professional Services Limited-Service Warranty. The PacketWatch Professional Services Limited-Service Warranty does not cover pre-existing or related security incidents. See the PacketWatch Professional Services Limited-Service Warranty Agreement for additional terms, conditions, exclusions, and limitations.
[bookmark: _Toc232428853][bookmark: _Toc232497724]Remote Incident Response Services (Outside of Limited-Service Warranty)
[bookmark: _Toc232428854]If needed during the Term of the Agreement, PacketWatch may provide prioritized remote Incident Response Services to Client under a separate SOW. The Incident Response Services described in this section are in addition to, or apply in circumstances outside, the coverage provided by the PacketWatch Professional Services Limited-Service Warranty. Unless otherwise stated in the applicable SOW or Order, such services will be provided on a time-and-materials basis at the rates set forth in the applicable SOW, Order, quote, or other written pricing communication from PacketWatch. For more information, Client may contact its PacketWatch account manager.
[bookmark: _Toc232497725]Data Storage Limitations 
PacketWatch generally recommends sufficient licensed or configured capacity to permit at least 45 days of hosted metadata retention (longer if practical) and a minimum of 72 hours of local packet capture (PCAP) retention. Client may be subject to legal, contractual, regulatory, or internal requirements that exceed these recommendations. To the extent practicable, those requirements should be identified before the Services begin. Client remains responsible for determining whether the configured retention periods, storage levels, and data collection scope are appropriate for Client’s compliance, legal hold, business, and security requirements.
Unless otherwise stated in the applicable Order or quote, the amount of Client data collected under the Services is limited to the hosted metadata storage amount and the local collector packet storage capacity identified in the applicable Order (collectively, the "Use Limits"). If Client requires additional hosted metadata storage or additional collector storage capacity, PacketWatch may offer such expanded capacity under an amendment, change order, or other written agreement that includes any applicable fees and related terms.
If the amount of Client metadata stored in a month exceeds the applicable Use Limit for 3 (three) consecutive months, PacketWatch may notify Client of the excess usage and proposed options to address it, which may include purchasing expanded hosted metadata capacity, reducing retained data, or accepting prospectively billed overage charges at the then-current rate set forth in the applicable Order or other written pricing agreed by the parties. If the parties do not agree on expanded capacity or another resolution after notice, PacketWatch may, on a prospective basis, apply overage charges at the then-current rate if such rate is stated in the applicable Order or otherwise agreed in writing, or may reduce retained metadata or permit excess metadata to be overwritten or deleted in the ordinary operation of the Services, including through first-in, first-out (FIFO) processes.
Client is encouraged to review stored metadata periodically to confirm that retained data remains appropriate for Client’s operational, legal, and compliance needs. PacketWatch may assist with that evaluation on request. If Client continues to exceed authorized metadata storage limits and the parties do not agree on expanded capacity, stored metadata in excess of available capacity may be overwritten or deleted in the ordinary operation of the Services, including through first-in, first-out (FIFO) processes. This may result in retention periods shorter than Client desires, and overwritten data may not be recoverable.
If Client exceeds the applicable local PCAP storage limit, PCAP data may be automatically overwritten in a first-in, first-out (FIFO) process, and overwritten data may not be recoverable. Where supported by the applicable collector configuration, PacketWatch may enable notice when PCAP storage usage exceeds a specified threshold. Exceeding the available local PCAP capacity may result in retention periods shorter than Client desires.
[bookmark: _Toc232428855][bookmark: _Toc232497726]Data Storage Locations 
The default cloud data storage location for WireSight is the United States unless otherwise stated in the applicable Order or otherwise made available by PacketWatch for a particular offering. Where PacketWatch offers alternative regional storage options, including for certain clients with regional or government security requirements, the elected storage location must be specified in the applicable Order. Client acknowledges that PacketWatch is based in the United States and that personal information and other data processed in connection with the Services may be transferred to and processed in the United States and other jurisdictions where PacketWatch and its service providers operate, subject to the governing agreement and applicable law.
[bookmark: _Toc232428856][bookmark: _Toc232497727]Service Level Agreement (SLA) 
[bookmark: _Toc232428857][bookmark: _Toc232497728]Severity Determination 
An Alert is a suspicious event discovered through a threat hunt conducted by a PacketWatch security analyst or through a Signal generated by WireSight or a detection generated by the EDR software service. Determining an Alert’s severity by investigation allows the prioritization of response and the urgency in responding to the event. The table below sets forth the distinction of each Alert Category. 
[bookmark: _Toc232428858][bookmark: _Toc232497729]PacketWatch Professional Services Alert Severity Categories 
	Priority
	Description
	Examples

	Critical
	Activity occurred in Client’s environment that was almost certainly a malicious event. Critical Alerts require immediate response and are the highest priority.
	• Advanced or interactive attacker
• Advanced Persistent Threat (APT): nation-state threat group or advanced cyber-crime organization
• Data staged for exfiltration
• Confirmed data exfiltration

	High
	Activity occurred in Client’s environment that was most likely a malicious event and should be prioritized for analyst review.
	• High-confidence intelligence-driven detections
• High-confidence intelligence-driven Signals or detections associated with command line activity spawned by a suspicious process
• Web exploits
• Privilege escalation
• Credential theft

	Medium
	Activity occurred in Client’s environment that may be a malicious event and requires analyst review.
	• High-confidence malicious Signal, known malware, or other strongly corroborated malicious activity
• High-confidence malicious document or binary
• Social engineering / phishing link clicked

	Low
	Activity occurred in Client’s environment that is likely not malicious but still requires review by a PacketWatch security analyst.
	• Lower-confidence Signal, commodity malware, adware, or other activity that is likely not malicious but still warrants review
• Low-confidence malicious documents
• Command line activity used for common administrative purposes and lateral movement or reconnaissance activity


PacketWatch measures its threat response and resolution performance against several service level metrics. These metrics are service objectives only and are not warranties or guarantees. Actual performance may vary based on incident complexity, Client responsiveness, environment access, third-party tool availability, severity, scope, and other factors outside PacketWatch’s reasonable control.
 
	Metric
	Definition
	Objective

	Mean Time to React
	The average amount of time measured from the time a high or critical Alert is generated or classified to the time an Investigation is created.
	• Business Hours - 10 minutes
• After Hours - 15 minutes

	Mean Time to Respond
	The average amount of time measured from the time an Investigation is initiated to the time a PacketWatch analyst provides initial incident analysis or provides a response to Client.
	Critical / High
• Business Hours - 60 minutes
• After Hours - 120 minutes
Others
• Business Hours - 60 minutes
• After Hours - Next Business Day

	Mean Time to Resolve
	The average amount of time measured from the time an Investigation is created to the time that Investigation is resolved.
	• 24-48 hours (may require Client collaboration)
• Alerts with Critical and High severity on endpoint devices may be immediately “Network Contained” with Client’s permission.
• Other devices, including servers, will require intervention with Client’s staff.


  
[bookmark: _Toc232428859][bookmark: _Toc232497730]24 x 7 Coverage 
The WireSight platform monitors and analyzes collected data 24 hours a day, 7 days a week (24x7) for signs of suspicious or potentially malicious activity. WireSight generates Signals for suspicious or potentially malicious activity, and the EDR application generates detections within its own environment. After normal business hours, Signals and EDR detections are initially triaged by the on-call team. When warranted by severity and urgency, PacketWatch may classify the matter as an Alert and, where deeper analysis is required, open an Investigation. Critical Alerts are referred immediately to a designated analyst, and adjudicated critical Alerts will be escalated per approved plans. You may reach a member of the PacketWatch team 24 hours a day, 7 days a week (24x7) if needed at 480-444-7076.
Enhanced 24x7 services are available with CrowdStrike MSSP Complete services through PacketWatch. For more information, please contact your PacketWatch Account Manager.
[bookmark: _Toc232428860][bookmark: _Toc232497731]Service Expectations 
In performing the Services, PacketWatch relies on the accuracy and completeness of the technical, operational, and business information provided by Client. PacketWatch is also dependent on timely and accurate responses to requests for additional information, access, approvals, and coordination necessary to support service delivery, investigations, and incident response activities.
[bookmark: _Toc232428861][bookmark: _Toc232497732]Exclusions 
[bookmark: _Toc232428862]While the Services are intended to help Client identify and reduce risk, it is impossible to eliminate all risk. PacketWatch does not guarantee that intrusions, compromises, or other unauthorized activity will not occur within Client’s environment.
[bookmark: _Toc232497733]Out of Scope 
For clarity, the following activities are not included in the Service Description: 
· Any services, tasks, or activities other than those specifically noted in this Service Description. 
· The Services do not include the development of any intellectual property for Client.
· Troubleshooting or fixing any existing system / application / server problems unless otherwise described in this Service Description. 
· Remediation or mitigation of any performance issues identified in the Client’s environment. 
· PacketWatch responsibility (including monetary responsibility) for management of any Client and/or third-party personnel, hardware, software, equipment, or other assets currently utilized in the Client’s operating environment, except as set forth in this Service Description. 
· Installation of the EDR Software on Client’s Cloud-based infrastructure. 
· [bookmark: _Toc232428863]Resolution of compatibility issues or other issues with third-party hardware, software, or applications not supported by the manufacturer.
· Purchase of any software or software-as-a-service licenses on behalf of Client except as set forth in the applicable Order.
[bookmark: _Toc232497734]Offer-Specific Client Responsibilities 
· Client agrees to cooperate with PacketWatch in its delivery of the Services, and agrees to the following responsibilities: 
· Client must provide PacketWatch technicians access to required elements of the Client Environment during the Term to perform the Services.
· Client must be present or provide a knowledgeable Client representative who will be present, available and participate in all scheduled meetings. 
· Deploy EDR agent(s) on at least 90% of hosts to provide PacketWatch analysts with adequate visibility into the Client Environment.
· Obtain all support for third-party endpoint agents from the third party or other authorized sources; PacketWatch does not provide support for third-party endpoint agents. 
· Ensure availability of sufficient network bandwidth and access to perform the Services.
· Provide appropriate access to the EDR application for PacketWatch analysts if not procured and provided hereunder. 
· Ensure Client security controls are compatible with PacketWatch and the EDR application. 
· Ensure list of Client authorized contacts remains current, including permissions and associated information. 
· Provide supplemental information and assistance (for example, files, logs, environment context, and other data reasonably requested) promptly during investigations, incident handling, and service delivery, and ensure that Client has the right to provide such information to PacketWatch for those purposes.
· Manage and administer all users Client authorizes to access or use the Services.
· Ensure adequate controls exist preventing unauthorized access to the Services by users; maintain the confidentiality of usernames, passwords, and account information of users.
· Client is responsible for all activities by the users it has authorized and will notify PacketWatch immediately of any unauthorized use of the Services.
· Use two-factor authentication, where available, to access the Services.
· Accept all updates and upgrades to the EDR application and WireSight deployment components (including collectors) that are necessary for the proper function and security of the Services.

[bookmark: _Toc232428864][bookmark: _Toc232497735]Glossary 
 
	Term
	Description

	Alert
	A prioritized event or condition identified by PacketWatch for response based on severity and urgency. An Alert may arise from a Signal generated by WireSight, a detection generated by the EDR application, or a threat-hunting finding.

	Signal
	A platform-native WireSight detection representing suspicious or potentially malicious behavior identified for analyst review, triage, or investigation.

	Endpoint Agent
	A small application installed on an endpoint or host that is used to perform services and/or gather and send information about activities and operating system details of the endpoint for analysis and detection of threats.

	Integration
	Application Programming Interface (API) calls or other software scripts for conducting the agreed-upon Services for the connected technology.

	Threat
	Any activity identified through a Signal generated by WireSight or a detection generated by the EDR application that may cause harm to an asset in the Client Environment.


	Investigation
	The collection, systematic examination, review, and analysis of evidence related to a Signal, Alert, detection, or other activity that may represent a threat targeting an asset in the Client Environment.


	Covered Security Incident

	For purposes of the PacketWatch Professional Services Limited-Service Warranty only, a "Covered Security Incident" means unauthorized access by a third party to the operating system of a covered endpoint in the Protected Environment that results in the malicious exfiltration, destruction, and/or irreversible encryption of Client’s and/or its Affiliate’s data that Client reasonably believes has value greater than $5,000. See the PacketWatch Professional Services Limited-Service Warranty Agreement for additional limitations and requirements.


	Protected Environment
	The network segments visible to and monitored through WireSight and the endpoints with EDR software deployed and configured in accordance with PacketWatch’s recommended security settings and monitored by a PacketWatch analyst. See the PacketWatch Professional Services Limited-Service Warranty Agreement.


	Threat Hunting
	The cyclic process in which both software and humans seek to uncover previously unidentified threats or vulnerabilities within an IT environment.

	Limited Warranty Period
	The period from the initiation of Services hereunder until the sooner of the first anniversary of the Effective Date or the expiration of the Term of the Agreement. See the PacketWatch Professional Services Limited-Service Warranty Agreement.


[bookmark: _Toc232428865][bookmark: _Toc232497736]General Client Responsibilities 
[bookmark: _Toc232428866][bookmark: _Toc232497737]Authority to Grant Access 
 
Client may need to obtain permission for PacketWatch to access and use Client-owned or licensed software, hardware, systems, and data for the purpose of providing the Services. Client is responsible for ensuring that it has all necessary rights, permissions, notices, consents, and authorizations required for PacketWatch to access systems and process data as contemplated by the governing agreement and the Services ordered.
 
[bookmark: _Toc232428867][bookmark: _Toc232497738]Non-solicitation 
 
Where allowed by law, Client will not, without PacketWatch’s prior written consent, for a period of two years from the date listed on the applicable Order, directly or indirectly solicit for employment any PacketWatch employee with whom Client has come in contact in connection with PacketWatch’s performance of the Services; provided, however, that general advertisements and other similarly broad forms of solicitation will not constitute direct or indirect solicitation hereunder, and Client may solicit for employment any employee whose employment with PacketWatch has terminated before the commencement of employment discussions with Client.
 
[bookmark: _Toc232428868][bookmark: _Toc232497739]Data Backups 
 
[bookmark: _Toc232428869]Client is responsible for performing and testing all backups of existing data, software, and programs on all affected systems prior to installation of any agents and during the delivery of the Services. PacketWatch is not responsible for the restoration of data or the reinstallation of any operating systems or applications.
[bookmark: _Toc232497740]Sensitive Data 
 
"Sensitive Data" means: (i) sensitive or classified data, including related software or technical data; (ii) defense articles, defense services, or related technical data; (iii) ITAR-controlled data; (iv) protected health information (PHI); and (v) personally identifiable information or other regulated data subject to heightened security requirements under Client’s internal policies, industry-specific standards, contract obligations, or applicable law. Client acknowledges that the Services are not designed by default for Sensitive Data environments unless expressly agreed in writing. Client is solely responsible for reviewing the data, systems, and environments it makes available to PacketWatch to ensure they are appropriate for the Services ordered. If Sensitive Data will be involved, that should be identified in advance and reflected in the applicable Order or other written agreement, together with any required security, handling, storage, access, or environment requirements.


[bookmark: _Toc232428870][bookmark: _Toc232497741]Exhibit A: EDR Application Management – Shared Model RACI Matrix 
 
	PacketWatch Professional Services Description - RACI Matrix for EDR Procured from PacketWatch 


	 
	 
	Client 
	PacketWatch 

	Process ID 
	Activity 
	Business 
POC 
	Technical POC 
	Security 
POC 
	Executive 
Sponsor 
	PacketWatch 
Professional 
Services 
Analyst 
	Incident Responder 
	Sales Coordinator 

	1.1 
	Licensing and 
Renewals 
	RA 
	I 
	C 
	A 
	I 
	 
	R 

	2.1 
	Deployment 
	 
	RA 
	CI 
	 
	CI 
	 
	 

	2.2 
	Policy Configuration / 
Settings / Rules 
	 
	I 
	C 
	 
	RA 
	 
	 

	2.3 
	Signals / EDR Detections / Investigation
Investigation 
	 
	 
	 
	 
	 
	 
	 

	2.3.1 
	Critical / High / 
Medium 
	 
	 
	CI 
	I 
	RA 
	 
	 

	2.3.2 
	Low / Info 
	 
	 
	CI 
	 
	RA 
	 
	 

	3.0 
	Incident Investigation and Closure 
	 
	I 
	CI 
	I 
	RA 
	I 
	 

	3.2 
	Incident Escalation 
	I 
	CA 
	CA 
	I 
	RA 
	C 
	 

	4.0 
	Incident Response 
	RA 
	A 
	A 
	A 
	A 
	RA 
	R 

	5.0 
	Maintenance, Health, and Monitoring 
	 
	CI 
	CI 
	 
	RA 
	 
	 

	6.0 
	API Configuration 
	 
	RA 
	A 
	 
	CI 
	 
	 

	7.0 
	Reporting and 
Metrics 
	I 
	CI 
	CI 
	I 
	RA 
	 
	 


Responsible: The person(s) who does the work to accomplish the activity; they have been tasked with completing the activity or getting a decision made. 
Accountable: The person(s) who is accountable for the completion of the activity. Ideally, this is a single person and is often an executive or program sponsor. 
Consulted: The person(s) who provides information. This is usually several people, typically called subject matter experts (SMEs). 
Informed: The person(s) who is updated on progress. These are resources that are affected by the outcome of the activities and need to be kept up to date. 
[bookmark: _Toc232428871][bookmark: _Toc232497742]
Exhibit B - Technical Addendum: Minimum Collector Hardware Specifications
This Technical Addendum provides baseline hardware specifications for PacketWatch collector deployments. These specifications are intended to guide reseller, partner, and customer procurement of supported collector platforms and represent minimum standards unless otherwise approved in writing by PacketWatch. PacketWatch may approve equivalent or higher-performance configurations where appropriate for the deployment environment.
	Specification
	Small Collector
	Medium Collector
	Large Collector

	RAM
	64 GB DDR4
	96 GB DDR4
	256 GB DDR4

	Processor Cores
	4
	16
	32

	Performance Estimate (packets per second)
	25,000
	60,000
	100,000+

	OS Drive
	250 GB NVMe M.2 SSD
	250 GB NVMe M.2 SSD
	250 GB NVMe SSD

	Data Storage
	4 TB SSD
	2 × 4 TB SSD
	4 × 4 TB SSD

	Management Interfaces
	Minimum 2
	Minimum 2
	Minimum 2

	Capture Interfaces
	Minimum 2
	Minimum 2
	Minimum 2

	Interface Requirements
	1 GB Ethernet Copper
	10 GB Ethernet Copper, or matched to switch speed
	100 GB Ethernet Copper, or matched to switch speed

	SPAN/TAP Requirements
	1 GB Ethernet Copper Recommended
	10 GB Ethernet Copper, or matched to switch speed
	100 GB Ethernet Copper, or matched to switch speed


Performance estimates are approximate and may vary based on traffic mix, packet size, interface configuration, enabled features, and overall deployment architecture. For virtual collector deployments, the customer must provide the required hypervisor environment and any applicable licensing. For physical collector deployments, the customer is responsible for providing the required hardware, rack space, power, connectivity, and any other deployment prerequisites identified in the applicable deployment materials or Order.
[bookmark: _Toc232428872][bookmark: _Toc232497743]Virtual Collector Deployment Requirements
The following virtual collector requirements provide baseline sizing guidance for PacketWatch deployments in customer-managed virtual environments. These requirements are intended to assist partners and customers in selecting appropriate virtual machine sizes across common cloud platforms and represent minimum standards unless otherwise approved by PacketWatch.
	Specification
	Small Virtual Collector
	Medium Virtual Collector
	Large Virtual Collector

	Processor Cores
	4
	16
	32

	RAM
	64 GB DDR4
	96 GB DDR4
	256 GB DDR4

	OS Drive
	250 GB
	512 GB
	1 TB

	Data Storage
	512 GB
	1 TB
	4 TB

	Performance Estimate (Gbps)
	Up to 1 Gbps
	Up to 5 Gbps
	Up to 15 Gbps

	Supported Deployment Environments
	ProxMox, VMWare, Hyper-V
	ProxMox, VMWare, Hyper-V
	ProxMox, VMWare, Hyper-V

	Suggested Cloud Instance Types
	AWS: r6i.xlarge
Microsoft Azure: D4s v5
Google Cloud: n2-standard-4
	AWS: r6i.4xlarge
Microsoft Azure: D16s v5
Google Cloud: n2-standard-16
	AWS: r6i.8xlarge
Microsoft Azure: E32s v5
Google Cloud: n2-highmem-32


Virtual collector performance estimates are approximate and may vary based on traffic mix, packet distribution across virtual CPUs, storage performance, resource allocation, interface configuration, and overall deployment architecture. Virtual collectors must run on dedicated virtual machines with no CPU or memory overprovisioning. Customers are responsible for all virtual infrastructure, storage, data transfer, and related platform costs. The environment must also be actively supported by the software vendor and fully patched with current security updates.
[bookmark: _Toc232428873][bookmark: _Toc232497744]Public Cloud Collector Deployment Requirements
PacketWatch currently supports packet capture in AWS and Azure public clouds. In the current cloud collector architecture, mirrored network traffic is forwarded from the customer’s public cloud tenant to the corresponding PacketWatch tenant where the cloud collector resides. The customer’s environment must be configured to forward the required mirrored traffic. The customer is responsible for any additional costs in their tenant related to mirroring and forwarding network traffic, as well as the costs associated with the collector(s) hosted in the PacketWatch tenant.


[bookmark: _Toc232428874][bookmark: _Toc232497745]Exhibit C - Order Line Items and Commercial Schedule
This Exhibit C sets forth a recommended format for identifying the subscription components, services, quantities, optional modules, third-party products, deployment assumptions, and commercial pricing applicable to an Order. The applicable Order should specify the line items purchased, the associated quantities, pricing, and any order-specific notes or implementation assumptions. This exhibit is intended as a commercial schedule template and should be read together with the governing agreement and any applicable schedules incorporated into the Order.
	Line Item
	Qty / Unit
	Unit Price
	Extended Price
	Order Detail / Notes

	Section A - WireSight Subscription and Platform Components

	WireSight Subscription
	1 subscription
	
	
	Identify subscription term, service start date, and whether the separate WireSight Platform Description schedule applies. Unless otherwise stated in the applicable Order, the base subscription includes a license for 1 collector, but not the underlying hardware or virtual infrastructure. Additional collectors, higher-capacity configurations, additional storage, and related deployment or configuration support may be purchased separately, subject to PacketWatch’s then-current offerings and written approval where required.

	Authorized Users
	Number of users
	
	
	Unless otherwise stated, the base subscription includes up to 5 users. The Order should specify the total number of authorized users.

	Irix Optional Module
	0 or 1 module
	
	
	State whether Irix is included. If included, note that it is an optional module within WireSight.

	Base Cloud Metadata Storage
	50 GB
	
	
	Specify the base hosted metadata storage amount included in the subscription.

	Additional Cloud Metadata Storage
	Additional GB
	
	
	Use if additional hosted metadata storage is purchased above the base amount.

	Storage Location / Region
	Informational
	
	
	If different from the default United States storage location, specify the elected region or storage option.

	Section B - Collectors and Deployment Infrastructure

	Physical Collectors - Small
	Number of collectors
	
	
	Specify expected number of small physical collectors, if applicable.

	Physical Collectors - Medium
	Number of collectors
	
	
	Specify expected number of medium physical collectors, if applicable.

	Physical Collectors - Large
	Number of collectors
	
	
	Specify expected number of large physical collectors, if applicable.

	Virtual Collectors - Small
	Number of collectors
	
	
	Specify expected number of small virtual collectors, if applicable.

	Virtual Collectors - Medium
	Number of collectors
	
	
	Specify expected number of medium virtual collectors, if applicable.

	Virtual Collectors - Large
	Number of collectors
	
	
	Specify expected number of large virtual collectors, if applicable.

	Public Cloud Collectors
	Number of collectors
	
	
	Specify expected number of public cloud collectors and identify AWS, Azure, or other approved environment, if applicable.

	Collector Sourcing Model
	Informational
	
	
	Identify whether hardware or virtual infrastructure is customer-provided, partner-provided, PacketWatch-provided where applicable, customer-managed, or otherwise designated in the Order.

	Special Deployment Notes
	Informational
	
	
	Capture any deployment-specific assumptions, environment constraints, special security requirements, or references to technical addenda.

	Section C - Third-Party Security Products

	CrowdStrike or Other Supported EDR Licenses
	Number of endpoint licenses
	
	
	Specify product, term, and total licensed endpoints for any supported EDR product licensed through PacketWatch.

	Section D - Professional Services

	PacketWatch Professional Services
	1 service package
	
	
	Identify the applicable professional services package or service description.

	Threat Hunting Cadence
	Informational
	
	
	Specify the cadence defined for the Order (for example, daily, multiple times weekly, weekly, or other periodic cadence). If not otherwise specified, PacketWatch will perform threat hunting on a periodic basis consistent with the purchased Services.

	Remote Investigation / Remediation
	Hours per month
	
	
	If included, specify the monthly quantity of remote investigation / remediation hours.

	Onboarding Security Framework Assessment
	0 or 1 assessment
	
	
	State whether the onboarding assessment is included and, if applicable, whether it will use CIS Controls or NIST CSF.

	Section E - Incident Response and Warranty Items

	Incident Response Limited-Service Warranty Eligibility
	0 or 1
	
	
	If applicable, indicate whether the Client qualifies for the PacketWatch Professional Services Limited-Service Warranty and any applicable tier.

	Limited-Service Warranty Tier
	Tier 1 or 2
	
	
	Determines the number of hours eligible for the PacketWatch Professional Services Limited-Service Warranty.

	Additional Incident Response Services
	Hours or separate SOW
	
	
	Use if separate incident response hours, retainers, or other IR services are purchased outside the limited-service warranty.

	Subtotal
	
	

	Taxes (if applicable)
	
	

	Total
	
	


Order-specific notes may be used to identify implementation assumptions, deployment constraints, applicable schedules, regional storage elections, collector sourcing details, or other transaction-specific terms relevant to the applicable subscription and services.


[bookmark: _Toc232428875][bookmark: _Toc232497746]Exhibit D - WireSight Platform Description
This Exhibit D (the "WireSight Platform Description") describes the licensed WireSight platform, including its principal capabilities, included platform access, deployment expectations, storage model, and related assumptions and limitations. This Exhibit D is intended to be used together with the applicable Order and the governing agreement between Client and PacketWatch. This Exhibit D addresses the WireSight platform itself and is separate from the Professional Services Service Description, which addresses analyst-delivered services, service cadence, and related customer responsibilities.
[bookmark: _Toc232428876][bookmark: _Toc232497747]1. Platform Overview
WireSight is PacketWatch’s network visibility and security analytics platform. It provides visibility into network communications using full-packet capture curated with endpoint detection and response (EDR) telemetry and cyber threat intelligence (CTI) to provide superior data for identifying and analyzing threat actor behavior. WireSight is designed to help organizations gain deeper visibility into their environments, investigate suspicious activity, validate detections, and support more conclusive security analysis than is available from endpoint or log data alone.
WireSight may be licensed on a standalone basis or in conjunction with PacketWatch-managed or professional services. WireSight may also be used together with third-party products, including endpoint detection and response (EDR) products licensed through PacketWatch or customer-provided third-party security tools approved by PacketWatch for integration. The applicable Order identifies the specific WireSight components, related services, authorized user counts, storage amounts, and any optional modules or add-ons included in the subscription.
[bookmark: _Toc232428877][bookmark: _Toc232497748]2. Core Platform Capabilities
WireSight captures and processes network traffic to provide visibility into communications across covered network segments. The platform supports full-packet capture and related metadata generation so that analysts and authorized users can search, pivot, inspect, and investigate suspicious or malicious activity with greater depth and context. WireSight is designed to support detection, alert triage, investigative workflows, reporting, and security operations use cases where packet-level evidence is important to understanding attacker behavior, validating alerts, or reconstructing activity.
WireSight may be used together with EDR telemetry, threat intelligence, and other supported integrations to improve investigative context and detection fidelity. Depending on the subscription and configuration, the platform may include user access controls, administrative features, dashboards, search workflows, evidence review interfaces, and reporting features that support operational and security decision-making.
[bookmark: _Toc232428878][bookmark: _Toc232497749]3. Platform Components and Architecture
WireSight generally consists of hosted platform services operated by PacketWatch together with one or more collectors deployed in physical, virtual, or approved cloud-connected environments. Collectors are used to capture or receive mirrored network traffic and related technical data for processing within the WireSight environment. Depending on the subscription purchased, the overall WireSight architecture may also include metadata pipelines, storage and indexing layers, administrative interfaces, reporting features, supported integrations with third-party security technologies, and optional modules such as Irix.
Certain subscriptions may include access to optional capabilities, premium modules, or enhanced analytics tiers. For example, if expressly identified in the applicable Order, the subscription may include access to Irix, an optional module within WireSight that uses AI and machine learning techniques to identify latent attacker activity for analyst intervention. The applicable Order will state whether Irix is included in the subscription.
[bookmark: _Toc232428879][bookmark: _Toc232497750]4. Supported Deployment Models
WireSight supports physical collector deployments, virtual collector deployments, and certain public cloud deployment models. The appropriate deployment model depends on the Client environment, expected traffic characteristics, retention goals, infrastructure constraints, and the design reflected in the applicable Order or deployment plan. Hybrid environments may use a combination of physical, virtual, and cloud-connected collection methods.
The applicable Order should identify the expected number of collectors to be deployed and the sourcing model for the associated hardware or virtual environment. Depending on the deployment design, collector hardware may be customer-provided, partner-provided, PacketWatch-provided where applicable, or otherwise sourced as reflected in the applicable Order, and virtual collector environments may be customer-managed or otherwise designated in the applicable commercial documents.
[bookmark: _Toc232428880][bookmark: _Toc232497751]5. Licensing and Included Platform Components
Subject to the governing agreement and any usage, deployment, or capacity limits stated in the applicable Order, the WireSight subscription grants Client the right to access and use WireSight during the subscription term identified in the applicable Order. Unless otherwise stated in the applicable Order, the base subscription includes access for up to 5 authorized users and a license for 1 collector, but does not include the underlying hardware or virtual infrastructure for that collector. Collectors may be deployed as physical collectors, virtual collectors, or approved cloud-connected collectors, depending on the agreed deployment model. The applicable Order should identify the expected number and type of collectors for the deployment, and the associated sourcing model for the underlying hardware or virtual infrastructure.


	Commercial Item
	Order Reference

	Authorized users
	Unless otherwise stated, the base subscription includes up to 5 authorized users. The total number of authorized users is specified in the applicable Order.

	Base data storage amount
	The base data storage amount for the subscription is specified in the applicable Order.

	Irix
	The applicable Order will state whether the subscription includes access to Irix, an optional module within WireSight.

	Expected number of collectors
	Unless otherwise stated in the applicable Order, the base subscription includes a license for 1 collector. The applicable Order should identify the total expected number of collectors for the deployment.


	Collector sourcing model
	The applicable Order should identify whether the collector hardware or virtual infrastructure is customer-sourced, partner-sourced, PacketWatch-provided where applicable, or otherwise designated.


[bookmark: _Toc232428881][bookmark: _Toc232497752]Optional features, optional modules, additional users, additional collectors, higher-capacity collector configurations, and additional hosted metadata storage may be made available under the applicable Order, quote, or other written agreement. Unless expressly included in the applicable Order, such items are not included in the base WireSight subscription. Additional collectors, higher-capacity configurations, additional storage, and related deployment or configuration support may be purchased separately, subject to PacketWatch’s then-current offerings and written approval where required.
6. Data Collection, Storage, and Retention
WireSight is designed to collect and process network traffic, packet data, derived metadata, and related technical information necessary to operate the platform and support security analysis. Depending on the deployment and enabled integrations, WireSight may also use related telemetry, detection context, and supported enrichment data made available through integrated tools.
[bookmark: _Toc232428882][bookmark: _Toc232497753]The base data storage amount for the subscription is specified in the applicable Order. Unless otherwise stated in the applicable Order or quote, the amount of Client data collected under WireSight is limited to the hosted metadata storage amount and the local collector packet storage capacity identified in the applicable Order. Metadata retention periods, local packet capture retention, and practical retention outcomes depend on the licensed or configured storage amounts, collector sizing, traffic volume, deployment architecture, and actual usage levels. If the applicable Order specifies different storage amounts, larger collector capacities, or additional collector capacity, the Order controls for that subscription. If Client requires additional hosted metadata storage or additional collector storage capacity, PacketWatch may offer such expanded capacity under an amendment, change order, or other written agreement that includes any applicable fees and related terms. If the subscription includes local collector storage, packet capture data may be overwritten on a first-in, first-out basis when available capacity is reached. If the subscription includes hosted metadata storage, retention periods may be shortened if actual usage exceeds the licensed or configured capacity and no additional capacity is purchased.
7. Integrations and Ecosystem
WireSight may support integrations with third-party security and operational technologies, including EDR, identity, cloud, ticketing, collaboration, and other systems approved by PacketWatch. Supported integrations may be used to enrich investigations, improve context, streamline workflows, or provide additional visibility to authorized users and analysts.
Client is responsible for providing and maintaining the rights, credentials, access, approvals, and supported environment necessary for any third-party integration that Client elects to use with WireSight, unless otherwise expressly stated in the applicable Order. Integration capabilities may depend on the availability and support posture of the relevant third-party provider.
[bookmark: _Toc232428883][bookmark: _Toc232497754]8. Security, Privacy, and Data Handling
WireSight is operated subject to the governing agreement, including applicable data security, privacy, and Client Data handling terms. PacketWatch uses administrative, technical, and organizational safeguards appropriate to the nature of WireSight and the related services provided. WireSight’s collection and processing of technical data is intended to support security analysis, detection, investigation, platform operations, and service improvement.
Where permitted by the governing agreement and applicable law, PacketWatch may use telemetry, security artifacts, detection metadata, and derived technical information collected through WireSight to operate, secure, maintain, and improve the platform, including to develop and improve analytics and machine learning capabilities. Additional details regarding privacy, data handling, international transfers, and applicable data protection terms are governed by the Privacy Policy, any Data Security and Privacy Schedule, and any applicable Data Protection Addendum.
[bookmark: _Toc232428884][bookmark: _Toc232497755]9. Support, Maintenance, and Platform Operations
PacketWatch may update, maintain, patch, enhance, and operate WireSight during the subscription term in accordance with the governing agreement and normal operational practices. Client is responsible for maintaining supported environments, connectivity, and access to any customer-managed hardware, virtual infrastructure, collector environments, integrations, or other deployment components required outside PacketWatch-operated systems.
Platform access does not, by itself, include separately ordered Professional Services, analyst-driven threat hunting, incident response, or other human-delivered services unless those services are expressly included in the applicable Order or other written agreement.
[bookmark: _Toc232428885][bookmark: _Toc232497756]10. Assumptions, Exclusions, and Limitations
WireSight is a security platform and is not a guarantee that all malicious activity, unauthorized access, or security incidents will be detected or prevented. Platform performance depends on deployment design, collector placement, traffic availability, network mirroring quality, supported integrations, storage levels, data quality, and other environmental factors. Certain capabilities may require specific configurations, supported infrastructure, or separately licensed components.
Collector deployments must meet PacketWatch’s applicable minimum specifications unless PacketWatch approves an equivalent or higher-performance configuration in writing. Those minimum specifications may be described in a technical addendum, deployment guide, or other PacketWatch documentation referenced by the Order or deployment materials.
[bookmark: _Toc232428886][bookmark: _Toc232497757]11. Related Documents and Commercial References
This Exhibit D should be read together with the applicable Order, the PacketWatch General Terms and Conditions (or other governing agreement), the Privacy Policy, any applicable Data Security and Privacy Schedule or Data Protection Addendum, and any referenced technical addenda or deployment requirements. If there is a conflict between this Exhibit D and the governing agreement, the governing agreement controls unless the applicable Order expressly states otherwise for the subscription at issue.
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