SERVICES

Cybersecurity Identity

Workshop

IDENTIFY GAPS, REDUCE RISK, AND BUILD A MORE RESILIENT
IDENTITY - STRATEGY.
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Identity has become the front door to your organization, A strong identity strategy brings structure and visibility,
and for many, it's where the greatest risk now lives. As enabling you to control who has access to what, reduce
environments expand across cloud, hybrid work, and third- unnecessary risk, and respond faster when something
party access, identities (not networks) are what attackers doesn't look right. It's not just about protecting users; it's
target first. about protecting the business.

Without a clear strategy, it's easy to accumulate The ANM Cybersecurity Identity Workshop is an interactive,
fragmented tools, inconsistent policies, and blind spots engineering-led session designed to help organizations
that increase exposure without improving security. assess, mature, and operationalize their Identity and

Access Management (IAM) strategy as a core pillar of Zero
Trust Architecture.

WHAT SETS THIS WORKSHOP APART WORKSHOP FORMAT

Identity-first Zero Trust focus aligned to NIST SP * Duration: 4-hour interactive workshop

800-207 and NIST CSF + Format: Presentation, whiteboard discovery, and guided

discussion
Engineering-led, vendor-agnostic approach (no

product-first bias)

Deep experience across public sector,
healthcare, education, and regulated industries

Actionable outcomes: gap analysis, prioritization,
and roadmap

DISCOVERY FIRST. PRODUCTS SECOND.

info@anm.com anm.com (866) 527-8822
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High-level Agenda

AGENDA KEY TOPICS COVERED

Setting the stage: Zero Trust Architecture and identity + ldentity as the foundation of Zero Trust Architecture

risk landscape . .
P + Workforce, device, service account, and non-human

Identity and Access Management (IAM) fundamentals identities

and maturity models + Legacy vs modern authentication risks

Identity threat landscape and modern attack techniques - Identity maturity models (Traditional > Advanced >

Deep dive into critical identity domains: Identity Provider Optimal)

(IdP) and resiliency; Multi-Factor Authentication (MFA) . Compliance considerations (CJIS, HIPAA, PCI, FedRAMP,
and phishing-resistant authentication; Privileged Access
Management (PAM); Identity Governance &
Administration (IGA); Identity Threat Detection &
Response (ITDR); certificate and machine identity
management

etc.)

+ Integration with security operations (SIEM, XDR, SOAR)

Whiteboard discovery: current state, gaps, and priorities WORKSHOP DELIVERABLES

Roadmap discussion and next steps + Current-state identity capability and maturity
assessment

+ Gap analysis across critical identity domains

+ Prioritized identity improvement initiatives

+ High-level identity roadmap aligned to Zero Trust
outcomes

+ Executive-ready summary suitable for leadership review
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Who Should Attend

To get the most value from the session, we recommend including:

IT and Cybersecurity Leadership Security Operations and Risk/GRC teams

Identity, IAM, and Directory Services teams Application, Infrastructure, and Cloud owners (as applicable)

Having the right stakeholders in the room ensures we can accurately evaluate your environment and identify meaningful
opportunities for improvement.

Follow-on Advisory Services

The workshop is just the starting point. Once you have a clear view of your identity landscape, the next step is turning insight
into action. Our advisory services are designed to help you move forward with a structured, practical approach—whether
that's defining your identity architecture, selecting and implementing the right platforms, or aligning to Zero Trust and
compliance requirements.

+ Identity strategy and architecture design + |AM, PAM, IGA, and ITDR platform selection and

) implementation
+ Zero Trust Architecture program development

) ) ) ) + Compliance-driven identity controls and audit support
+ ldentity-focused penetration testing and tabletop exercises

About ANM

ANM is an engineering-led architecture and advisory firm helping organizations design, implement, and manage secure,
scalable, and resilient technology environments. Across cybersecurity, networking, cloud, and data center, our teams work
alongside clients to solve complex challenges and build a clear path forward—with quality and long-term outcomes at the
center of every engagement.

Start the Conversation

Talk to ANM about scheduling a Cybersecurity Identity Workshop for
your team.

info@anm.com anm.com (866)527-8822




